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Talking about Digital Business Transformation touches on both IIoT and IoT seeing how on one hand a business behaves as a manufacturer/producer and a sales and marketing organization on the other.  In this presentation, I focus on the former, the IIoT side of things.
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Threat Authentication Authorization Confidentiality Integrity Auditability Availability
°
Message Flooding X
Eavesdropping X A
Message Spoofing X X PLC
Message Alteration X X ° TCP
Message Replay X “ ”
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Threats and Impact on Security Objectives Tested by BSI
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Background information (Source: Industrial Internet Consortium)
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Transport to Fit the Application
OPC UA provides high level security for every situation providing End-to-End Security as defined in the table at right:
Client-Server / Point-to-Point communications using TCP is preferred in Shop Floor to Operations & Business Systems communications. 
Peer-to-Peer / Publish-Subscribe (PubSub) using UDP as the Transport offers deterministic high speed communications as needed for Shop Floor M2M applications.  
Cloud / PubSub communications using  MQTT as the Transport is the preferred approach for communications to the Cloud.
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Self Signed Certificates are a liability  - not recommended outside of lab environment.
Use Certificate Authorities: Microsoft, Entrust, Verisign

In a protected certificate store so no one can tamper with them.

End User: Get a certificate from IT, associate it with the OPC UA application
Developer: Provide users with a mechanism for replacing certificate associations with your OPC UA application (with a proper signed certificate. (FLEX does)
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50 mins total
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